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CHECKLIST

Hardening VMware ESXi Hosts

Against Ransomware Threats:
Checklist

A practical, vendor-neutral checklist to assess whether ESXi hardening controls
reduce ransomware risk, fit your environment, and support production recovery.

Hardening VMware ESXi Hosts Against Ransomware Threats

Operational Checklist

> Use this checklist to verify whether your ESXi hardening controls reduce ransomware
exposure, fit your environment, and still support production operations.

1) Management-plane exposure

®  []1Inventory every path that can reach ESXi management, including:
®  []Admin workstations

®  []Jump hosts / bastions

®  []Automation systems

®  []Backup systems

® []vCenter or other orchestration layers

B[] VPN entry points
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®  [] Confirm management interfaces are reachable only from approved administrative sources.

®  []Block ESXi management access from user VLANs and general-purpose corporate networks.
B[] Restrict SSH, web management, and API access to the minimum required sources.

B[] Verify unused management exposure is disabled, not just undocumented.

® ] Document the approved network path for all administrative access.

Pass criteria: Only designated admin paths can reach host management services.

2) ldentity and authentication

B[] Use unique named accounts for all administrators.

®  [] Eliminate shared administrative credentials wherever possible.

®  [] Enforce strong password policy for local accounts.

B[] Require multi-factor authentication on the management stack if supported.
B[] Remove stale accounts and disabled accounts that are no longer needed.

®  [] Review whether emergency or break-glass accounts are separate from routine admin
accounts.

B[] Confirm break-glass access is tightly controlled, monitored, and tested.
®  [] Verify authentication failures are logged centrally.

Pass criteria: Administrative access is attributable, protected, and limited to current
need.

3) Privilege separation

B[] Assign the minimum role required for each administrative function.
B[] Separate routine operations from privileged recovery tasks.

® ] Review accounts with full host-control rights and justify each one.
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B[] Remove unnecessary write or configuration permissions.
B[] Confirm no service account has broader privilege than its operational use case.

B[] Check that permissions for host management, backup operations, and identity
administration are not unnecessarily combined.

Pass criteria: No account has broad access unless it is explicitly required and justified.

4) Service reduction and interface hardening

B[] Disable services that are not required for your operational model.

®  [] Restrict remote shell access to approved maintenance workflows.

® ] Review all installed integrations and remove unused ones.

®  []Limit management protocols to those actually needed.

B[] Verify the configuration is consistent across the host fleet.

®  [] Re-check services after maintenance to ensure nothing was re-enabled unexpectedly.

Pass criteria: Only required services and interfaces remain enabled.

5) Segmentation and trust boundaries

B[] Place ESXi management on a dedicated administrative network or equivalent isolated
segment.

B[] Separate management traffic from VM, backup, and user traffic where feasible.
®  [] Ensure admin jump hosts are hardened and monitored.
®  [] Confirm production workloads do not share the same trust zone as management controls.

B[] Verify lateral movement from a typical user endpoint cannot directly reach host
management.

B[] Review firewall rules and ACLs for overly broad access.

Pass criteria: A compromised user device cannot directly pivot to host management.
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6) Logging, monitoring, and alerting

B[] Forward authentication logs to a central logging platform.

B[] Capture administrative actions, configuration changes, and service changes.
® []Alert on repeated failed logins.

®  []Alert on new or modified administrative accounts.

®  [] Alert on unexpected remote shell activation.

®  []Alert on configuration exports or other high-risk administrative activity.
B[] Alert on management access from unexpected source networks.

® [] Test that a benign admin event appears in logs and triggers the expected alert or
report.

Pass criteria: High-signal administrative events are centrally visible and actionable.

7) Recovery asset protection

B[] Keep backups isolated from the ESXi management plane.

B[] Use separate credentials for backup administration where possible.

B ] Make backup storage immutable or write-protected where supported.

®  [] Confirm backups cannot be deleted by a compromised host admin account.

B[] Review snapshot retention to ensure snapshots are short-lived and policy-controlled.
B[] Protect configuration exports as sensitive recovery data.

B[] Store recovery assets in a separate security zone from primary management.

B[] Test restore procedures from clean media or a trusted recovery environment.

Pass criteria: Recovery systems remain usable even if host management is compromised.
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8) Snapshots and rollback discipline

®  [] Limit production snapshots to approved operational windows.
B[] Remove old snapshots promptly.

B[] Verify snapshot creation and deletion are controlled by policy.
B[] Confirm snapshot sprawl is monitored.

®  [] Vvalidate that rollback procedures are documented and tested.
®  [] Ensure snapshots are not treated as a substitute for backups.

Pass criteria: Snapshots support recovery without becoming a hidden risk.

9) Administrative workflow control

B[] Use a documented change process for host modifications.

®  [] Require approval for high-risk actions such as service changes, account changes, or
access rule changes.

®  [] Ensure maintenance windows are defined and visible.

®  []Restrict emergency access to a tested break-glass process.

B[] Verify administrators know how to regain access if the primary management path fails.
®  [] Confirm all changes are attributable to a named operator.

Pass criteria; Administrative actions are deliberate, traceable, and recoverable.

10) Validation before production use

B[] Confirm each control has been tested in a non-production or controlled setting when
possible.
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B[] Check that hardening did not break required operations such as provisioning,
monitoring, backup, or recovery.

B[] Validate the host can still be managed through the approved path.

B[] Verify logging and alerting reach the central security team.

B[] Confirm backup restore and rollback steps work under realistic conditions.
®  |] Document exceptions, compensating controls, and operational owners.

B ] Reassess the control set after major platform or process changes.

Pass criteria: The host remains supportable, observable, and recoverable after hardening.

Quick risk judgment
Use this simple interpretation when reviewing a host or cluster:

B  Low risk: Management is isolated, accounts are unique, privileges are limited, logs are
centralized, and recovery assets are separated.

®  Moderate risk: Most controls exist, but some management paths, credentials, or backup
dependencies still overlap.

B High risk: Management is broadly reachable, shared credentials exist, recovery assets are
adjacent to production, or logging is incomplete.

Short action plan

If you only have time for a few improvements, start here:

B Restrict management access to dedicated admin sources.
®  Remove shared admin credentials.

B Separate backup access from host administration.

®  Centralize logs and alert on unusual administrative activity.

B Test restore and break-glass access before an incident forces the issue.
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Final review questions

®  []Can a typical user endpoint reach ESXi management directly?

®  []Would one stolen admin credential be enough to change host configuration or delete
recovery assets?

B[] Are backups protected by separate access and isolation?

B[] Can the team prove, not just assume, that logging and alerts work?

|

[ ] Can the environment still be recovered if the main management path is lost?

If the answer to any of these is no, the hardening program is not complete yet.
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