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TUTORIAL

How to Detect Lateral Movement
with Windows Event Logs

Windows event logs can reveal remote logons, service creation, scheduled task
abuse, and other signs of lateral movement. This tutorial shows how to collect
the right events, identify suspicious patterns, validate alerts, and

operationalize the workflow before production use.

Security - July 28, 2026

Why this matters operationally

Lateral movement is difficult to catch when an attacker blends into normal administrative
activity. From the defender?s point of view, the most useful signals often appear first in
Windows event logs: remote logons, new service creation, scheduled task changes, explicit
credential use, and account activity on systems that should not normally be touched
together.

In this tutorial, you will build a practical workflow for detecting lateral movement with
Windows event logs. By the end, you will know which logs to enable, which event IDs to
prioritize, how to correlate them into a usable detection pattern, how to validate the
results, and what to verify before relying on the approach in production.

Before you start

Prerequisites
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You should have administrative access to the endpoints or the ability to manage logging
through policy. You also need a central place to review events, whether that is a SIEM, a

log analytics platform, or a structured export process. If you only have access to a single
workstation, you can still test the mechanics, but you will not be able to validate movement
across hosts.

You should already know which systems are in scope: workstations, servers, jump hosts,
domain controllers, and admin workstations. Lateral movement detection is not useful unless
you can compare activity against normal administrative paths.

Stop here if these conditions are not true

Stop and fix the logging foundation first if any of the following apply:

Security auditing is not enabled on the relevant hosts.

Event retention is so short that you lose evidence before review.
Time is not synchronized across systems.

You do not know which accounts are privileged.

Remote administration tools are used broadly without an approved baseline.

Without those controls, you may still see noise, but you will not have reliable evidence.

What you are building

The finished state is a detection workflow that can answer four questions quickly:

Which host initiated remote access?
Which account was used?
Which logon method or execution path was involved?

Was the activity expected for that user, host, and time window?

That is the practical standard for deciding whether an event is routine administration or
possible lateral movement.
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Prepare the right Windows logs

Goal

Collect the event sources that most often reveal remote access and remote execution.

Action

Enable and review auditing for the following categories on the systems you care about:

®  Logon events

®  Account logon events

®  Process creation

B Service installation

B Scheduled task creation and modification

B Object access where relevant

B PowerShell logging if your environment supports it

The exact policy names and event coverage vary by Windows version and audit configuration,
so verify the effective settings on a representative host before you rely on any event ID in
production.

Expected output

You should be able to see authentication and execution evidence on the target system, not
just on the source system. For lateral movement, both sides matter: the initiating host and
the destination host.
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Validation

Confirm that a known administrative action produces logs on the destination machine. For
example, a legitimate remote management action should create a logon event and, depending on
the method, an execution or service event.

Common failure

The most common failure is collecting only workstation logs while missing the destination
server logs. Another common issue is enabling auditing but not forwarding the events
centrally, which leaves you with fragmented evidence after the fact.

Identify the event IDs that matter most

Goal

Prioritize events that show remote authentication, remote execution, and follow-on activity.

Action

Focus first on the event types below. Exact usefulness depends on your environment, but
these are common starting points:

B 4624: successful logon

B 4625: failed logon

B 4648: logon with explicit credentials

B 4672: special privileges assigned to new logon
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B 4688: process creation, if enabled

B 4697 and Service Control Manager events: service installation or service creation activity
B 7045 in the System log: a service was installed

B 4688 with command line details: useful for seeing remote execution patterns

B 4698, 4699, 4702: scheduled task creation, deletion, and update

B 4776: NTLM authentication validation on domain-joined systems, where applicable

These events do not prove malicious behavior by themselves. They become valuable when
combined with host context, account context, and timing.

If you want a broader workflow for combining host evidence with network evidence, How to
Detect Lateral Movement with Network Traffic Analysis complements this approach by helping
you validate whether the log entry aligns with real internal traffic.

Expected output

You should have a short list of event IDs that your team will actually review, not a giant
catalog that nobody uses.

Validation

Pick one admin action and verify which event IDs it generates on the target host. Build a
small matrix of "action -> observed events" for your environment. That matrix becomes your
local reference, which is more useful than a generic list copied from a blog post.

Common failure

A frequent mistake is assuming the same event ID appears for every remote tool. Remote
PowerShell, WMI, PsExec-like behavior, service creation, and scheduled tasks can leave
different footprints.
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Build a detection workflow from the log sequence

Goal

Correlate several small signals into a suspicious chain instead of treating each event in
isolation.

Action

Use this basic sequence as a working model:

® A source host authenticates to a destination host.
®  The account is privileged or unusual for that destination.

®  The destination host records an execution artifact: service creation, task creation, or

process creation.
®  The activity occurs outside the normal admin pattern for that user or host.

A practical example is an administrator account logging on to a file server from a
workstation that does not normally administer that server, followed by service installation
or scheduled task creation.

To make the workflow operational, collect these fields whenever possible:
®  Source host

B Destination host

®  Account name

B  Logon type

®  Process name or service name

B Command line, when available

B Workstation name or source network address

B Timestamp with timezone consistency
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Expected output

You should be able to reconstruct a timeline that shows the path from access to execution.

Validation

Review a known legitimate remote administration session and confirm that your correlation
logic links the authentication event to the follow-on execution event. If the chain breaks,
the issue is usually one of these:

B  Time skew between hosts
B Missing process creation auditing
B No command-line logging

®  Incomplete log forwarding

Common failure

The main failure is alerting on a single 4624 event without context. Successful remote logon
alone is normal in many environments. It becomes interesting only when paired with unusual
source, destination, account, or execution behavior.

Look for suspicious patterns, not just event IDs

Goal

Separate ordinary administration from movement that deserves investigation.
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Action

Use pattern-based review rules such as the following:

® A privileged account authenticates to many hosts in a short period.

®  An account that normally logs on interactively suddenly performs remote service creation.
® A workstation account accesses a server it should never manage.

®  Explicit credentials are used from a machine that rarely performs admin work.

B Aremote logon is followed by a new scheduled task or service on the destination host.

®  Logons occur outside the normal change window or maintenance window.

Consider also the account type. Built-in service accounts, jump-host accounts, and helpdesk
accounts may be legitimate sources of remote access, but they are also common targets for
abuse. Context determines whether the signal is benign.

If you are also responsible for intrusion response workflows, How to Detect and Respond to
Ransomware in Cyber Security is useful for understanding how lateral movement detection fits
into containment and evidence preservation.

Expected output

You should have a short set of behavioral rules that your analysts can apply consistently.

Validation

Test the rules against historical admin activity. A good rule should surface a manageable
number of known-good cases and a smaller number of outliers worth reviewing. If everything
alerts, the rule is too broad.

Common failure
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The most common failure is treating any privilege use as malicious. In many environments,
that approach creates too much noise and quickly gets ignored.

Use a practical triage checklist

Goal

Decide quickly whether an alert is likely benign administration or possible lateral
movement.

Action

When an event fires, check the following in order:

B |s the source host an approved admin system?

® |s the account allowed to manage the destination system?

B Does the logon type match the method you expect?

®  |s there a follow-on execution event on the destination host?
B |s the timing consistent with normal maintenance?

®  Are there signs of credential misuse, such as explicit credentials from an unusual
machine?

A simple decision rule helps analysts stay consistent: if the source host, account, and
destination host are all expected, the event is likely routine. If any two of those three
are unusual, escalate for deeper review.

Expected output

You should be able to classify the alert as expected, suspicious, or high confidence with a
short rationale.
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Validation

Apply the checklist to three known-good admin sessions and one intentionally unusual
session. The checklist should separate them without requiring a long investigation for every
case.

Common failure

A checklist becomes useless if it depends on tribal knowledge that only one engineer
understands. Write down the allowed admin sources, common management tools, and standard
maintenance windows.

Correlate with host and network context

Goal

Confirm whether the event fits the wider movement pattern.

Action

Use Windows logs together with host inventory, asset role, and, where available, network
telemetry. A remote logon to a server from another server may be normal during patching, but
a remote logon from a user workstation to a domain controller at an odd hour should be
examined more closely.

Host context is especially important for interpreting events on file servers, management
servers, and domain controllers. These systems often see more administrative activity than
user endpoints, so raw volume alone is not enough.
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Expected output

You should be able to say why the activity is unusual, not just that it exists.

Validation

Check whether the source and destination pair appears in your normal admin inventory. If the
pair is not approved, or if the account is not meant for that target class, you have a
stronger detection signal.

Common failure

The common mistake here is over-relying on one log source. For a stronger overall process,
host logs should be used to confirm what happened, while network analysis helps validate
where the activity came from and whether the path matches expectations.

Operationalize the detection

Goal

Turn the workflow into something analysts can actually use repeatedly.

Action

Document the following in your detection runbook:

®  Required log sources
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B Required event IDs

B Expected admin baselines

®  Escalation thresholds

B Evidence to preserve

B False positive examples

B Ownership for tuning and exception management

Keep the rule narrow enough to be actionable. For example, "privileged remote logon from
approved admin host followed by service installation on a critical server" is far more
useful than "suspicious remote logon activity."

Expected output

You should have a detection that produces a concise alert with enough context for triage,
not a raw event dump.

Validation

Before production use, confirm that the alert includes the source host, destination host,
account, time, and follow-on action. If any of those fields are missing, the alert will be
harder to investigate and more likely to be ignored.

Common failure

A common operational failure is deploying a rule without a maintenance process. Admin paths
change, service accounts rotate, and tooling evolves. If the baseline is never updated,
false positives will rise and the rule will lose value.

Verify production readiness
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Goal

Make sure the detection is stable enough to trust.

Action

Check the following before you rely on the workflow in production:

®  Time synchronization is consistent across monitored hosts.
B Log retention covers your typical detection window.

®  Forwarding is reliable and complete.

®  The team knows which admin tools are approved.

®  The alert has an owner and a response path.

®  Exceptions are documented and reviewed.

Expected output

You should have a detection that is repeatable, reviewable, and backed by enough context to
support response decisions.

Validation

Run a final acceptance test with a known-good admin action and a controlled suspicious-
looking action in a lab or test segment. Verify that the first is explained by the baseline
and the second is surfaced for review.

Common failure
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The biggest production risk is assuming the rule is finished once it fires correctly once.
In practice, lateral movement detections need periodic tuning because legitimate
administrative workflows drift over time.

Final takeaway

Windows event logs can provide strong evidence of lateral movement, but only when you
combine authentication, execution, account, and host context into one workflow. Start by
enabling the right auditing, map the events that actually appear in your environment,
correlate them into a short chain, and validate the result against known-good

administration. If you can explain why a remote logon is expected, you can also spot when it
is not.

Use this guidance together with privilege escalation detection to connect the workflow with
related operational context already available on the site.
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