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TUTORIAL

Configure Windows 11 BitLocker
Encryption with TPM and PIN

Set up Windows 11 BitLocker with TPM and PIN for pre-boot protection. This
tutorial covers prerequisites, policy preparation, deployment, validation, and
operational checks.

Operating Systems - July 23, 2026

Why this setup matters

A TPM-only BitLocker deployment protects data at rest, but it still allows the system to

unlock automatically after firmware and boot measurements are accepted. Adding a startup PIN
changes that model: the device now needs both the trusted platform module and a user-known
factor before the operating system volume can unlock. In practical terms, this reduces the
value of a stolen powered-off device and makes pre-boot access materially harder.

After following this tutorial, you will be able to prepare a Windows 11 endpoint for
BitLocker with TPM and PIN, enable the required policy, turn on encryption, confirm that
pre-boot PIN entry is enforced, and verify the operational conditions you should check
before production rollout.

What the finished state should look like

At the end of the process, the device should meet all of the following conditions:

B The system drive is encrypted with BitLocker.
®  The protector set includes TPM plus a startup PIN.

®  The PIN is required at pre-boot before the OS loads.
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B Recovery information is stored according to your organization?s recovery process.
B The device boots reliably after encryption and after a controlled restart.

If any of those outcomes is missing, stop and resolve it before treating the configuration
as complete.

Prerequisites and stop-here warnings

Goal

Confirm that the target device can support TPM and PIN without creating an unbootable or
unrecoverable endpoint.

Action

Check the following before you start:

®  The device is running Windows 11 edition and build level that supports BitLocker
management in your environment.

B  The system firmware includes a TPM 2.0 module or equivalent firmware TPM.
B  UEFI boot is enabled.

B Secure Boot is enabled unless your firmware policy specifically requires a different state
for a controlled exception.

®  You have administrative access on the device or via your management tool.
B Your recovery key storage process is in place and tested.

If your environment uses centralized recovery controls, review Windows 11 BitLocker Recovery
Key Management and Enforcement before rollout so encryption and recovery handling are
aligned.

Stop-here-if warning
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Stop here if any of the following are true:

®  TPM is missing, disabled, or not provisioned.

B The device is still using legacy BIOS boot.

®  Firmware changes are pending and not approved.
®  You do not have a verified recovery path.

®  Disk partitioning or boot health is already unstable.

Do not begin PIN-based encryption on a device that cannot be recovered confidently. A failed
boot configuration can turn a standard support task into a data availability incident.

Expected output

A documented list of devices that are eligible for TPM-plus-PIN encryption, and a recovery
process ready for those devices.

Validation

Use the following checks as appropriate to your environment:

®  Confirm TPM presence and status in firmware or Windows security information.

®  Confirm the firmware boot mode is UEFI.

B Confirm the OS disk has enough free space for BitLocker metadata and encryption overhead.

B Confirm recovery key escrow or export is operational.

Common failure

The most common failure at this stage is assuming the device is ready because BitLocker is
available in the Ul. Availability alone does not guarantee that TPM plus PIN startup
protection can be enabled safely.
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Prepare the policy for TPM and PIN startup

Goal

Define the startup authentication behavior before enabling encryption so the device does not
end up partially configured.

Action

Configure the BitLocker startup policy to require a TPM protector with an additional startup
PIN. If you manage devices with Group Policy or a similar policy engine, ensure the policy
allows TPM startup and requires or permits a startup PIN according to your standard.

On managed systems, the relevant intent is usually:

B Allow BitLocker on the OS drive.

B Permit TPM-based startup authentication.

B Require or enforce a startup PIN.

B  Prevent weaker startup modes if they do not meet your security baseline.

If you are hardening the endpoint more broadly, align this with your baseline controls and
Windows 11 Hardening: Disable Unnecessary Services and Features so the device posture is
consistent before encryption becomes part of the trust chain.

Expected output

A policy state that allows the OS drive to be protected with TPM and PIN and that does not
conflict with the planned deployment method.
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Validation

Validate the effective policy before encryption:
B Confirm the intended BitLocker startup authentication settings are active on the device.
®  Confirm no conflicting policy is forcing a different protector type.

B Confirm the recovery key backup target is still reachable.

Common failure

A common issue is policy inconsistency: the administrative template or MDM setting may allow
BitLocker, but another control can still block PIN startup. If policy and local settings
disagree, the enablement step may fail or fall back to a less secure configuration.

Enable TPM and PIN protection on the system drive

Goal

Turn on BitLocker for the operating system volume and add a startup PIN protector.

Action

You can enable this from an elevated command prompt or PowerShell session. A common
operational pattern is to add the TPM protector first, then add the PIN protector, and
finally begin encryption if it has not already started.

Example workflow:
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Use -usedspaceonly only if it matches your rollout standard and you understand the trade-
off: encryption completes faster, but the disk is still fully protected only after the used
sectors are processed.

If your organization uses another administrative path, the same goal applies: the OS volume
must end with a TPM plus PIN protector, and encryption must be active on the system drive.

Expected output

The system drive begins encryption, and the protector list includes TPM and PIN.

Validation

Check the protector state and encryption status after the command sequence completes:
You should see that:

B BitLocker is on for the OS drive.

®  Encryption is active or progressing.

B A TPM plus PIN protector is present.

Common failure

The most frequent error is attempting to add the PIN before the TPM protector is healthy or
before policy allows startup authentication. Another common issue is entering a PIN format
that does not meet the configured complexity or length rules.

Set and verify the startup PIN behavior

Goal
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Make sure the pre-boot PIN is actually required and behaves as intended during startup.

Action

Restart the device and watch for the pre-boot PIN prompt before Windows loads. Enter the
PIN, then verify that the system continues into the OS normally.

If the device is managed centrally, confirm whether PIN changes, complexity, or reset
procedures are restricted by policy. Operationally, this is important because startup PINs
are not the same as account passwords; the recovery and change process needs to be
controlled and documented.

Expected output

The device pauses at startup for PIN entry and resumes boot only after the correct PIN is
entered.

Validation

Perform at least one controlled restart:

B Shut down or restart the device.

B Confirm the pre-boot prompt appears.
®  Enter the correct PIN.

B Confirm the OS starts normally.

B Confirm BitLocker remains enabled after boot.

Common failure
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If the device boots directly into Windows without prompting, one of three things is usually
wrong: the PIN protector was never added, startup authentication policy was not applied, or
firmware/boot state caused the protector to be bypassed and a recovery path was used
instead.

Confirm recovery readiness before production use

Goal

Verify that a recovery event will not leave the device stranded.

Action

Make sure the recovery key is stored where your support process expects it. Then verify that
administrators can retrieve it when needed. In many environments, the technical
implementation matters less than the operational proof that a help desk or security
operations workflow can actually recover the device when a startup protector fails.

This is the point where many deployments become fragile if recovery enforcement was treated
as an afterthought. If your process requires a specific storage target, approval step, or
escrow rule, verify it now rather than during an incident.

Expected output

A recoverable device with documented retrieval of the recovery material and a support path
for startup failures.

Validation
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Test the process at a low-risk level:
®  Confirm the recovery key is present in the expected repository.
B Confirm the support owner knows how to locate it.

®  Confirm the device can be unlocked through the documented recovery method if needed.

Common failure

The common failure is assuming that encryption success means recovery readiness. A
successful boot does not prove that the recovery workflow is functional.

Operational follow-up after deployment

Goal

Keep the configuration supportable and avoid silent regressions after the initial rollout.

Action

Monitor the device after encryption for issues that indicate firmware, policy, or user-
experience problems. Review these operational points:

®  Whether the PIN prompt appears consistently after shutdown and cold boot.
B Whether users are being locked out because PIN policy is too restrictive.

B Whether recovery events are increasing because of firmware changes or unsupported hardware
states.

B Whether policy drift is causing some devices to lose the expected protector configuration.
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If you maintain a Windows hardening baseline, keep the BitLocker startup policy aligned with
your endpoint security posture rather than treating it as a one-time setup. This is

especially important when firmware updates, device replacements, or security baseline
changes occur.

Expected output

Stable TPM plus PIN startup behavior with no unexpected recovery loops or policy conflicts.

Validation

Recheck the device after a normal power cycle and after any firmware update or security
policy refresh. Confirm the protector set remains intact and that boot behavior has not
changed.

Common failure

The most common post-deployment issue is drift: a firmware change, device swap, or policy
update alters the measured boot state or startup authentication path. If that happens,
revalidate both the policy and protector configuration before assuming the device is

healthy.

Practical decision rules for rollout

Use these rules to decide whether to proceed:
B Proceed only if TPM is present and healthy.
B Proceed only if UEFI boot and trusted startup are already stable.

®  Proceed only if recovery key handling is verified.

Proceed only if users or admins can tolerate a startup PIN in the boot path.
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Stop if the device cannot be recovered quickly from a failed startup authentication event.

In environments where you are comparing approaches, the Windows 10 workflow in Configure
Windows 10 BitLocker with TPM and PIN Protection is useful as a reference point, but you
should still verify Windows 11 policy behavior on your target build.

Final verification checklist

Before declaring the configuration complete, confirm all of the following:

BitLocker is enabled on the OS drive.

The protector list includes TPM plus PIN.
The device requires PIN entry at startup.
Recovery material is stored and retrievable.
A cold boot succeeds after PIN entry.

The configuration survives a normal restart.

If every item passes, you have a practical Windows 11 BitLocker TPM and PIN deployment that
is secure, supportable, and ready for controlled production use.

Use this guidance together with Ubuntu firewall rules and BitLocker encryption in Windows 10
to connect the workflow with related operational context already available on the site.
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