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ARTICLE

Configure Ubuntu Firewall Rules
with UFW and nftables

Ubuntu firewall rules are often a mix of simplicity and precision: UFW is
convenient for common host filtering, while nftables provides direct control and
richer policy design. This article shows how to choose between them, how they
interact, and what to validate before production use.
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Key takeaways

Ubuntu firewall rules are not just about opening or closing ports. They are about deciding

how much policy complexity you want to manage on the host, where you want that policy to

live, and how you will validate that it still matches your operational intent after changes,

reboots, and package updates.

In practice, UFW is the better fit when you want a managed, readable interface for common

allow/deny rules on a single host or a small fleet. nftables is the better fit when you need

a richer policy model, finer control over chains and sets, or a firewall design that is

easier to integrate with advanced networking requirements. The important operational

question is not which tool is "better" in the abstract, but which one you can govern safely

in production.

After reading this article, you should be able to decide whether UFW, nftables, or a staged

combination of the two is appropriate; understand how rule flow is evaluated; use a compact

validation workflow; and know what to check before enabling or changing firewall policy on a

production Ubuntu system.

Why this matters operationally
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A firewall change on a Linux host is rarely isolated. It can affect SSH access, service

availability, monitoring, load balancer health checks, east-west traffic, and incident

response access. A rule that looks harmless in a test shell can create an outage if it

blocks the management path to the server or if another tool rewrites the same rule set

later.

That is why Ubuntu firewall rules should be treated as part of host configuration

management, not as a one-off troubleshooting action. You need a firewall model that is

understandable to operators, reproducible across rebuilds, and inspectable during an

incident. If your environment also depends on SSH hardening, the network policy and access

control policy should be aligned; for example, tightening remote access works best when

paired with Ubuntu SSH Hardening: Disable Root Login and Key-Based Access.

The practical challenge is that Ubuntu supports both a convenience layer and a lower-level

packet filtering layer. Understanding how those layers relate is the difference between a

rule set that is easy to administer and one that becomes brittle under pressure.

How UFW and nftables differ

UFW is a policy management interface intended to make common firewall tasks readable. It is

useful when you want to express rules in a simple allow/deny vocabulary and avoid hand-

building every chain and table. In most environments, that means it is well suited to host-

based exposure control for services such as SSH, HTTP, database listeners, and management

ports.

nftables is the underlying packet filtering framework and rule syntax used by modern Linux

systems. It exposes tables, chains, sets, maps, and rule expressions directly. That gives

you more control, especially when your policy needs to scale beyond a small list of port

rules or when you want to model more complex behavior such as grouped sources, multiple

address families, or reusable rule sets.

The key operational point is that these are not usually competing tools at the same

abstraction level. UFW is a front end that generates firewall policy for common use cases;

nftables is the native rule engine and configuration model. If you introduce both into the

same host without understanding ownership, you can end up with confusion about which layer

is authoritative.
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The rule flow you need to understand

At packet processing time, the kernel evaluates firewall policy according to the active

netfilter framework and chain logic. In simple terms, traffic hits rules in a defined order,

and the first matching action can determine whether the packet is accepted, dropped, or

further inspected.

For operators, the important part is not memorizing every internal hook name. It is

recognizing these practical realities:

A rule can be valid syntactically but still be functionally wrong if it is placed in the

wrong chain or evaluated after a more general drop rule.

Stateful inspection matters. Once a connection is permitted and tracked, related packets

may follow established connection state rather than re-evaluating the original allow rule.

Interface, source, destination, protocol, and port combinations all matter. "Allow SSH" is

less precise than "allow TCP/22 from the management subnet on the admin interface."

When to choose UFW, nftables, or both

The decision should be based on operational complexity and governance, not preference alone.

Choose UFW when you want fast, repeatable, low-friction host firewall management for common

workloads. It is a strong choice for servers that need a small set of explicit inbound

exceptions, especially when your team values clear commands and minimal syntax overhead.

Choose nftables directly when you need:

more advanced matching logic,

reusable sets of addresses or ports,

consolidated policy for multiple interfaces or address families,

closer alignment with the native firewall model,

or a design that is easier to express in configuration management.
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Use both only if you have a clear ownership model. In many operational environments, the

safest rule is to let one layer be authoritative. Mixing layers without a documented policy

can make verification harder and increases the chance that one tool will override the other.

A good decision rule is simple: if an operator on call must be able to explain the policy

quickly from memory or from a short runbook, UFW may be sufficient. If the firewall policy

is itself part of the system architecture and needs to scale with numerous exceptions,

nftables is usually the better foundation.

Compact workflow for production-safe firewall changes

A disciplined firewall change does not begin with editing rules. It begins with identifying

the traffic you must preserve.

This workflow is intentionally compact because the real risk is not complexity of syntax; it

is change safety. Even a simple host firewall should be validated from both sides of the

connection. If you are exposing SSH, validate from an external management network, not only

from localhost. If you are protecting a web service, verify the service both through the

firewall and through any upstream proxy or load balancer path.

UFW in practical terms

UFW is best thought of as a policy shorthand. It helps you declare what should be permitted

without requiring you to manage every native firewall structure manually. On a well-run

Ubuntu host, that makes it easy to review whether a port is intentionally open and to keep

the policy small enough for quick audit.

The strength of UFW is its clarity. An operator can usually inspect the current state,

understand a basic allow/deny posture, and make controlled changes without deep packet-

filtering expertise. That makes UFW useful for standard server exposure such as SSH, a

reverse proxy, or a management port used by a specific network segment.

The limitation is equally important: once policy becomes more nuanced, the abstraction can

be restrictive. If you need advanced grouping, more expressive chain design, or highly

customized packet handling, you may hit the point where direct nftables rules are cleaner

and more maintainable.

VectraOps Knowledge Library Page 4



VectraOps
Knowledge Library

UFW is also most valuable when it is treated as the single source of host firewall truth. If

another tool, automation layer, or administrator modifies lower-level rules independently,

the result can be difficult to reason about during troubleshooting.

nftables in practical terms

nftables gives you direct control over the packet filter design. That matters when a rule

set has to be concise, expressive, and scalable. Instead of managing a long list of

repetitive rules, you can structure policy around named objects and rule logic that better

reflects the service architecture.

From an operational perspective, nftables is often the better long-term choice for systems

that are not just "servers" but policy endpoints in a larger network design. Examples

include bastion hosts with several source trust zones, gateways with multiple interfaces, or

systems that need consistent IPv4 and IPv6 control without duplicated management overhead.

The cost is complexity. nftables is more powerful, but with that power comes a higher

expectation that the team understands chain order, rule evaluation, and configuration

persistence. If that knowledge is weak, the firewall can become a hidden dependency that is

hard to maintain during incidents.

Practical scenario: a public web server with a
restricted admin path

Consider a typical Ubuntu host that runs a public web application, accepts HTTPS from the

internet, and permits SSH only from a management subnet. This is a common environment for

system engineers and security teams because it combines public exposure with a privileged

control plane.

In this case, UFW can be adequate if the rule set is small and the policy is

straightforward: allow TCP/443 broadly, allow TCP/22 only from the admin subnet, and deny

everything else by default. The configuration is easy to review and easy to explain to

auditors or on-call staff.
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If the same host also needs policy exceptions for multiple internal subnets, service-

specific source lists, or interface-sensitive routing behavior, nftables becomes more

attractive. You can keep the logic centralized and avoid managing a growing list of one-off

allow rules.

This is also where operational discipline matters. If SSH is being restricted, hardening the

SSH service itself reduces the blast radius of exposure. A firewall should not be the only

control protecting remote access, which is why configuration should be paired with access-

method hardening such as key-based authentication and root-login restrictions.

What this means in practice

The practical meaning of Ubuntu firewall rules is that you should optimize for predictable

change control, not for theoretical elegance. Your firewall should answer three questions

clearly: what is allowed, from where, and why.

If UFW is used, your advantage is simpler administration and easier handoff. The trade-off

is less expressive control. That is a fair trade in many environments where a small set of

inbound services is all that needs to be managed.

If nftables is used directly, your advantage is design flexibility and better fit for more

complex topologies. The trade-off is that you need stronger documentation, better peer

review, and more careful validation. A rule set that is technically elegant but poorly

understood is a liability.

In both cases, validation is part of the firewall itself. The firewall is not ?done? when

the rule is written; it is done when you have verified the intended traffic works and

unintended traffic does not.

How to verify a firewall change safely

A production-ready firewall change should be verified from multiple angles. First, confirm

what is listening locally so you do not accidentally open a port for a service that is not

actually bound or that is bound only to localhost. Second, confirm the active firewall state

as the system sees it, not just as a configuration file on disk. Third, test the path from a

remote source that represents the real client or administrative network.
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Useful checks usually include these questions:

Is the expected service listening on the right address and port?

Is the firewall default policy consistent with the intended exposure model?

Are there any older rules that still permit or block traffic unexpectedly?

Does IPv6 need the same policy as IPv4?

Do monitoring, backup, and management systems still have access?

If you manage rules in automation, make sure the persisted configuration matches the live

runtime state after deployment and after a restart. A firewall that works only until the

next reboot is not production-ready.

Common mistakes

The most common firewall mistake is assuming that an allow rule alone is sufficient. In

practice, you also need to know whether a broader drop rule, a different chain, or another

management layer will override it.

Another frequent mistake is forgetting about IPv6. A host can appear protected on IPv4 while

remaining exposed on IPv6 if the policy is not aligned across both families.

A third mistake is opening a port for "testing" and then leaving it in place. Temporary

access rules are a common source of long-lived exposure, especially on bastion hosts and

development systems that later become production-like.

It is also easy to forget the management plane. If SSH, VPN, out-of-band access, or

orchestration connectivity is not considered before a rule change, you can create your own

lockout.

Finally, many teams fail to document ownership. If UFW rules are edited by hand while

nftables is managed by automation, no one can confidently say which policy is current. That

kind of ambiguity should be treated as a configuration defect.

Production readiness checklist

Use this compact checklist before approving firewall policy on an Ubuntu host:
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The required service list is documented and minimal.

The management access path has been tested from an external source.

The chosen tool, UFW or nftables, has clear ownership.

IPv4 and IPv6 behavior have both been reviewed.

The active rules match the intended persistent configuration.

Unnecessary temporary rules have been removed.

Logging or counters are available for review if troubleshooting is needed.

The change can be reverted without requiring console recovery.

If any of these items are unclear, the firewall is not ready for production use yet.

Final takeaway

Configuring Ubuntu firewall rules with UFW and nftables is really a decision about

operational control. Use UFW when you want a simple, human-readable policy layer for

standard host exposure. Use nftables when the policy needs more structure, scale, or

precision. In either case, keep one layer authoritative, validate from the real client path,

and verify that the firewall change does not compromise your management access. That

discipline is what turns a firewall from a set of commands into a reliable production

control.

Use this guidance together with monitor Ubuntu disk usage to connect the workflow with

related operational context already available on the site.

Use this guidance together with BitLocker encryption in Windows 10 and Windows 10 Attack

Surface Reduction rules to connect the workflow with related operational context already

available on the site.
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